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Abstract

We describe two homomorphic signature schemes for digital photographs such that an inter-
mediate party in possession of a signed photograph can construct a scaled, cropped, and lossily
compressed version of the photograph along with a new, valid signature, without knowing the private
signing key. In other words, our signature schemes are simultaneously homomorphic with respect to
cropping, scaling, and JPEG-like compression. Unlike prior ad-hoc schemes for photographic signa-
tures, our first scheme is provably secure and quite practical. For example, a scaling-homomorphic
signature scheme using our techniques requires less than 100KB of signature data for typical digital
photographs. Our second signature scheme has weaker security but reduces typical signature sizes
to 15KB. Both schemes extend naturally to authenticate movies and other digital media and use
novel, multi-dimensional variations of Merkle hashing and GGM trees related to constructions used
in computational geometry that may be of independent interest.

1 Introduction

We present homomorphic signature schemes that are simultaneously homomorphic with respect to
cropping, scaling, and JPEG-like lossy compression. With such a signature, anyone possessing a signed
digital image can perform any combination of these image edits and, by performing corresponding
operations on the signature, create a new scaled, cropped, compressed image with a valid signature,
without knowing the private signing key. Our signature schemes are efficient, requiring only one public-
key operation and, for typical uses, under 100KB of signature data for digital photographs under 16
megapixels. Unlike previous ad-hoc attempts to create homomorphic signatures for digital photographs,
our primary signature scheme is provably secure. The second signature scheme we present sacrifices some
security, but reduces signature sizes to 15KB for typical digital images. Our homomorphic signatures
extend easily to higher-dimensional data so, for example, we could create a movie signature scheme that
is also homomorphic w.r.t. scene cuts and deletions.

Digital photographs are ubiquitous, so signature schemes homomorphic with respect to common
image operations could have numerous applications. For example, a digital camera equipped to produce
a signature of each photograph it creates would enable photographers to prove that their photographs
are real and unaltered. These photographs could then be cropped and scaled as appropriate, and the
final viewer could verify that the photograph they see is authentic. Scientific journals could require such
signatures on photographic evidence in their submissions, preventing fraud such as the human cloning
forgeries published in Science[29]. Online news sites could use such signatures to provide an end-to-end
proof that photos accompanying their new stories are real, preventing photo-journalism fraud such as
Reuters’ digitally altered 2006 Lebanon war photographs[31]. Police could use these signatures to prove
that crime-scene photos or security camera footage is authentic.!

*This research was supported by National Science Foundation grant CNS 0627645.
!This technology can not prevent all kinds of photographic forgery, but it can make forgeries significantly more expensive
to produce.



Our signature scheme follows the framework of Johnson et al’s redactable signatures[10], but uses
novel multi-dimensional variants of Merkle hashing (Section 4) and GGM trees (Section 5). Standard
Merkle hashing computes a hash value, h for a data vector, x, such that, by presenting O(log(|z| —|z'|))
hash value witnesses, one can prove that some contiguous subvector x’ of x was part of the original
data used to compute h. In our extension, one can prove that some hyperrectangular submatrix A’
was part of an original matrix A used to compute the hash, although more witnesses are required.
For example, in 2-dimensions, we require O((log HW)?) witnesses, where W and H are the width and
height of the original matrix. This hashing scheme may be of independent interest. The GGM PRNG
construction generates a sequence of n pseudorandom outputs such that one can reveal any contiguous
subsequence by only communicating logn PRNG seeds. We present two 2-dimensional analogs. The
first uses a GGM tree and a space-filling curve to generate an H x W matrix of pseudorandom outputs
such that any h x w submatrix of outputs can be revealed by transmitting O(h 4+ w) PRNG seeds. The
second construction is not a PRNG, but it suffices to construct cropping-, scaling-, and compression-
homomorphic signature schemes that are secure against an adversary that makes 1 signing oracle query
and it reduces the number seeds needed to O(log hw). We then use these building blocks to create two
cropping-homomorphic signature schemes (Section 6).

We then describe how to convert any cropping-homomorphic signature scheme into a scaling-
homomorphic signature scheme by observing that scaling an image is equivalent to cropping certain
coefficients of its Discrete Cosine Transform (DCT) matrix[24] (Section 7). Thus, by representing the
image as its DCT and signing the DCT representation with a croppable signature scheme, we can create
an image format and accompanying signature that is homomorphic with respect to scaling. To support
cropping and scaling simultaneously, we divide the image into blocks, take the DCT of each block, and
then sign this data with a 4-dimensional cropping-homomorphic signature scheme. Cropping two of
the four dimensions corresponds to deleting entire blocks, which is equivalent to cropping the original
image. Cropping in the other two dimensions corresponds to cropping within all the DCT blocks, which
corresponds to scaling each block of the original image, which is equivalent to scaling the original image.
To enable lossy JPEG-like compression, we divide the DCT coefficients into their bitplanes and perform
the above signatures on each bitplane independently. Thus, we represent the image as a 5-dimensional
matrix in which cropping in each dimension corresponds to one of our supported image operations —
cropping height, cropping width, scaling height, scaling width, and JPEG-like compression. We then
describe a few tricks to simplify the signatures and make them more efficient.

Section 8 presents performance results for prototype implementations of our signature schemes. Our
experiments show that, in the average case, our signatures can be substantially smaller than predicted
by the worst-case analysis of Sections 4 and 5. We discuss open problems and make concluding remarks
in Section 9.

2 Related Work

Multimedia Authentication Numerous authors have studied cryptographic methods of verifying
the integrity of photographs and other digital media[13, 21, 3, 12, 34, 33, 32, 36, 35, 30, 7, 8, 26, 28, 27,
18], but all these schemes have either been insecure, less efficient, or supported fewer image operations
than our signature scheme. The JPEG2000 security extension has also inspired a substantial amount
of research([18, 28, 8, 7, 30, 35]. Some of these schemes, particularly that of Peng, et al[18], use Merkle
hash trees and thus may benefit by applying our multidimensional variant to reduce signature sizes or
to support more image operations.

Statistical Forgery Detection Other researchers have developed statistical and other consistency
tests to detect evidence of tampering in digital photographs[2, 5, 6, 14, 20, 19, 9, 17]. Unfortunately, all
these tests are vulnerable to an “oracle” attack: an attacker can apply the same tests to his candidate



image, grooming it until it passes. Thus these tests may catch a casual attempt at forging a photograph,
but they cannot stop a determined fraudster.

Homomorphic Signatures Homomorphic signatures were first proposed by Rivest in 2001[22], and
Micali and Rivest presented the first such scheme, for graphs, in 2002[15]. Johnson, et al, published their
redactable and set-homomorphic signature schemes at the same conference[10]. These initial schemes
have inspired others[25, 11, 1]. In contrast to these other schemes that develop signatures homomorphic
with respect to one operation, this paper presents techniques for creating efficient signatures that are
homomorphic with respect to several document operations simultaneously.

3 Redactable Signatures

Our signature schemes builds on the redactable signature scheme of Johnson, et al[10], so we summarize
that scheme here.

Given a vector = = (zg,...,Zn—1), a vector 2’ is a redaction of z if 2’ is also of length n and for all
0 <i<mn,2'[i] =xi] or 2'[i] =L, where L is a special symbol indicating the position ¢ has been erased.
A redactable signature scheme has three phases:

1. The private-key holder signs x, creating s = Sig(x), and transmits (z, s) to the redactor.

2. The redactor replaces some positions of x with L, creating a redacted vector x’. Simultaneously,
the redactor uses s to derive a new signature s’ on /. Note that the redactor does not have access
to the private signing key used to generate s. The redactor then publishes (z’, s).

3. Some third party obtains (2/, s") and uses the original signer’s public key to verify that s’ is a valid
signature for z’.

As with normal signatures, redactable signatures should be unforgeable, but the notion of a forgery
must be changed since anyone is allowed to construct signatures of redactions of signed vectors. In
this setting, a successful forgery consists of a valid signature s* on some vector z*, where x* is not a
redaction of some vector that was previously signed and published by the private key holder. Redactable
signatures also have a privacy security requirement. The recipient of a redacted signature s’ on a vector
2’ should not be able to infer any information about the contents of the erased positions in the original
vector x.

The redactable signature scheme of Johnson, et al, uses three building blocks: a length-doubling
secure PRNG G : {0,1}¢ — {0,1}%, a hash function H : {0,1}* — {0,1}*, and any standard signature
algorithm, Sig,. Let Go(r) and G1(r) be the first and second halves, respectively, of G(r). To compute
a redactable signature on a vector x of length n, the signer picks a random seed, k., and executes the
following steps.

1. Build a GGM tree of height logn from the seed k.. We can label each node of the tree according
to the path from the root to the node. Thus, for example, a node k,, has children k.0 = Go(ku)
and ky1 = G1(ky). Since the tree has height logn, it contains one leaf for each entry in z, and we
can interpret the label on each leaf as a binary integer to obtain the index of the corresponding
element of x.

2. Set vy, = H(0, ky, xy) for each entry in x, and build a Merkle hash tree from the v,, values via
the rule v, = H(1,vy0,vy1). The root of this tree will be v..

3. Set Sig(z) = (ke, Siggy(ve)).



Given a redactable signature (k., Sigy(v)) on some vector x, a verifier can use k. to repeat steps 1 and
2 of the above algorithm to obtain v, and then verify the signature Sig,(ve).

Suppose a redactor deletes a suffix of x to obtain 2’. The recipient of 2’ will not be able to compute
the values v,, that correspond to deleted entries in z’, and hence will not be able to verify the signature.
To overcome this problem, the redactor can reveal the hashes v,, corresponding to each deleted position
in /. Notice that the redactor can save space since, whenever he reveals two siblings v,y and v, he
could simply reveal the witness v, instead. After recursively coalescing hashes in this way, the redactor
only has to reveal the O(logn) hashes at the siblings of the nodes along the path from the right-most
non-deleted entry in z’ to the root.

If the entries of & are easy to guess, though, then an attacker who sees a redacted vector =’ might be
able to guess the missing entries and use the leaves of the GGM tree and the revealed hashes to verify
his guesses. Thus, the redactor cannot let an attacker learn the GGM nodes corresponding to deleted
positions of z’. To prevent this, the redactor erases k. from the signature and instead includes all the
GGM leaves corresponding to non-deleted positions in /. Then, as with the hash tree, the redactor
can combine revealed siblings k.o and k,; and reveal only their parent, k,,, instead.

Taken together, a redactor can delete the suffix of x and create a new signature on z’ by revealing
O(logn) GGM tree values and O(logn) hash witnesses. In general, deleting a contiguous region of x
requires revealing O(logn) GGM nodes and O(logn) witnesses.

Given two signatures s; and se on redactions x1 and x9, respectively, derived from a signature s of
the original message x, one can create a signature s’ on the vector 2’ defined by 2/[i] = x1[i] if z1[i] #L
and 2'[i] = wo[i] otherwise. A position in 2’ is deleted only if it is deleted in both x; and x2. This
property seems harmless, since s’ does not convey any new information that is not already apparent
from s; and ss. Our cropping-homomorphic signatures will have the same property.

3.1 A Naive 2-Dimensional Construction

The above construction efficiently supports redactions of contiguous sections of a signed vector x and we
would like to extend this property to higher dimensional data. Specifically, we would like a scheme for
signing a matrix A such that we can efficiently “crop” the matrix, i.e. cut out a rectangular submatrix
A’, and produce a new signature for the cropped submatrix.

Naively applying the above scheme yields a workable but inefficient croppable signature scheme.
Given an H x W matrix A, we can interpret A as a vector of length HW using row-major order and
then sign this vector with the redactable scheme above. Using this arrangement, cropping an h x w
submatrix from A corresponds to deleting h+ 1 contiguous regions from A’s vector representation. Thus
the signatures generated by this scheme contain Q(hlog(W —w)) witnesses and Q(hlogw) GGM values.
If we instantiate this scheme using 256-bit hashes and 128-bit PRNG seeds, then the signature on a
cropped subimage of a 16 megapixel digital photograph can be over 2MB in size.

In this paper, we improve on this solution in two ways. First, we present a new hashing structure
that reduces the number of hash witnesses in the signature to O(log HW log hw). We then present two
alternatives to the above GGM tree arrangement. The first alternative is provably secure against normal
adversaries but only reduces the number of seeds in a signature to O(w + h). The second construction
is only provably secure against an adversary that makes 1 signing oracle query, but is probably secure
given some reasonable assumptions about the entropy of pixels in digital photographs. With the second
construction, we only need O(log hw) seeds in a cropped signature.

4 Merkle Hashing for Multi-Dimensional Data

We first briefly describe the notion of a range tree (for a thorough treatment, see de Berg, et al[4]),
in two dimensions for clarity, although it easily generalizes to higher dimensions. We then modify it
slightly to suit our needs, and analyze the resulting data-structure’s security and efficiency.
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Figure 1: Two levels of D4, a 2-dimensional hash structure.

A range tree on a set S of points in two dimensions is built by first building a standard binary tree
sorted in one dimension, x, where each node corresponds to an z-interval of the space containing S
and such that the nodes at each level of the tree form a partition of that space. The decomposition
continues until each strip contains only points with a single x coordinate. For a node u, let S, be the
points of S contained in the strip associated with u. Now, at each node u, we build an auxiliary tree of
intervals, this time sorted in the y dimension and containing only points in S,.

Each data point is in exactly one leaf of the main tree, and also appears in the auxiliary tree for every
ancestor of that leaf. This means that each data point is duplicated log n times in the overall range tree,
where n is the number of distinct z coordinates. When S is the set of pixels in an image, the leaves of
the primary tree correspond to individual columns of the image, and the leaves of the auxiliary trees for
the leaves of the primary tree correspond to individual pixels. All other nodes correspond to “canonical
subregions” — rectangular subregions that have height and width equal to independent powers of two,
and whose horizontal and vertical positions are multiples of their width and height, respectively.

Note that if we consider canonical regions as points in a lattice ordered by inclusion, then range-trees
are missing many edges that would be present in the Hasse diagram of the lattice. For example, each
individual pixel occurs in exactly one auxiliary tree, so it has one parent, but in the lattice it would
have two parents: the region twice as tall and the region twice as wide. Our hashing structure differs
from range trees by including those missing edges.

Now, we will introduce some notation to deal with this DAG. Let A be an H x W matrix. In the
digital photograph application, A will be the pixels in a photograph. The matrix A induces a DAG Dy
as follows. The reader may wish to refer to Figure 1, which shows two levels of D4. A node r € Dy will
be of the form r = (Y, X) where X and Y are the intervals that determine the canonical subregion to
which r corresponds. The DAG has a single root, 74 = ([0, H — 1], [0, W —1]). A node r = ([a, ], [¢, d])
has up to 4 children:

rf = ([a’v LGTH)JL [C’ d]) rB = ([LGTH)J + 17b]7 [C’ d]) rk = ([av b]’ [C, L#J]) rf = ([a’v b]’ [L%J + LdD

corresponding to r’s top, bottom, left, and right halves, respectively. Every region has either 0, 2, or 4
children: if @ = b then r will not have top or bottom children; if ¢ = d then r will not have left and right
children. Analogous to the notation from redactable signature schemes, nodes of D 4 can be specified via
strings from the language {R, L, T, B}*. In this setting, the correspondence is not one-to-one because
rTR = BT and rBE = ¢LB although 7B # BT and rif £ R, Let children(r) be the set of r’s



children, and let

{rT rBY  if they exist

if they exist .
y childrenyp(r) = { 0 otherwise

otherwise

L R
childreny r(r) :{ ér 7

The operators T', B, L, and R can be organized in a clockwise fashion by next(L) = T, next(T") = R,
next(R) = B, next(B) = L and this induces clockwise traversals of the children of a node r. Let
sortg(children(r)) be the children of r, sorted in a clockwise order starting at r°. For example, if  has
four children, then sortg(children(r)) = (r#, 7B, 7L rT), and if » only has 77 and r? as children, then
sortp(children(r)) = (rZ,7T). If Ty and Tx are binary interval trees on [a,b] and [c,d] respectively,
then Ty has 2H — 1 nodes, T'x has 2H — 1 nodes, and D4 = Ty x T'x, so D4 has approximately 4HW
nodes.

For each node of D4, we compute a hash as follows. Let Hy be a collision-resistant hash-function.
Set

Ho(0[Ala, b]) if r = ({a},{b})
h. — HO(]-”hrTHhTB) if r = ([aab]a{c})aa#b
" H0<1Hh7’RHhTL) if r= ({a}’[b’c])’b#c
Ho(1||h,r||h,r]||hB||h,2) otherwise

Finally, set H(A) = h,,.

Security. Most security properties of Merkle hash trees carry over to multi-dimensional Merkle hash-
ing because we can convert a Merkle DAG into a Merkle tree by “exploding” the DAG as follows. Let
D4 be a Merkle DAG on an H x W matrix A. In this case, every leaf of D4 is at height log HW and
each node has at most 4 children, so there are at most 4°¢ 7" = (H1W)? paths from the root to leaves.
Let P be the set of paths in D4, let A[p] be the element of A at the end of a path p. Each path p
has a corresponding word w, € {T, B, L, R}*, and we can sort the paths according to the lexicographic
ordering of their corresponding words. This induces a vector = of length at most (HW)?, indexed by
paths in P, and defined by z[p] = A[p]. The paths in P give rise to a tree structure over x, and per-
forming Merkle hashing over this tree structure will yield the same result as in the original DAG over
A2 Thus, for example, if an attacker can find a hash collision using multi-dimensional Merkle hashing,
he can immediately convert this into a collision using standard Merkle hashing.

Efficiency. A memoized recursive algorithm, such as the 2d-hash procedure shown in Figure 2, can
compute all these hashes in O(HW) time because there are only 4HW hashes to compute and each
hash can be computed from its children in constant time. In this procedure, C' is the memoization cache
of previously computed hashes, which we assume is passed by reference. The mappings M and O will
be used to perform croppings but, for now, assume that they both have empty domains. The following
theorem proves that the algorithm is also memory-efficient.

Theorem 1 If domain(M) is empty, then, during the execution of 2d-hash on a region of size H x W,
the cache C' never contains more than 4 min(H, W) + 3max(H, W) elements.

Proof: See Appendix A. O

The algorithm can further reduce memory usage by not caching regions that span the original input
range. These regions only have one parent in the DAG, so they do not need to be cached. Finally, we
have implemented this algorithm and verified experimentally that it’s performance is consistent with
the theorem.

2Technically, this tree structure is not a Merkle tree since many of the internal nodes have 4 children. This doesn’t
affect the security of Merkle hashing, and we could eliminate this wrinkle by introducing suitable intermediate nodes in
the DAG.



procedure 2d-hash (A, r, s, C, M, O)
if r € domain(M)

h = M]|r]
else if r € domain(C)
h := C[r]

else if r = ({a}, {c})
h = Ho(0||A[a, c])

else
t := empty map
T =S
fori=1,..4

if 7% exists
t[r®] := 2d-hash(A, r*, z, C, M, O)
x := next(z)
h := Ho(1||t[sortr(children(r))])
if r ¢ domain(C)
Clr] :==h
else
delete C[r]
if r € domain(O)
Olr] :==h

return h

procedure witness-set(r, 1)
if ' =10
return {r}
if ' =r
return ()
if v/ spans r in the z or y direction
Pick ¢, ¢ € children(r) such that ¢ and ¢ span r in the same direction as 7’/
else
Pick ¢, €g children(r) such that cUd =7
return (children(r) \ {c,¢'}) U witness-set(c, ¢ N ') U witness-set(c/, ¢ Nr’)

Figure 2: The 2d-hash and witness-set algorithms. Note that, for 2d-hash, C and O are passed by
reference.



Witness Sets. Suppose that A’ is a submatrix of A covering subregion ' C r4. Here, 1’ can be any
subregion of r 4, not just the regions present in D4. We can construct a proof that A’ was part of the
data used to compute h,, by revealing the hash values at appropriate nodes in Dy4. For example, if A’
is contained entirely in the bottom half of A, then we can reveal the hashes hr};a hrﬁ, and hrﬁ' This
then reduces the problem to proving that A’ was part of the data used to compute hTf' The witness-set
procedure in Figure 2 computes the set of nodes whose hashes must be revealed to prove that the data
in some region 7’ was used in the hash computation for data in region r. The following theorem bounds
the size of the set of revealed witnesses.

Theorem 2 Suppose region r is an H x W rectangle, region v C r is an h X w rectangle, and
O =witness-set(r,r'). Then |O] < 12log HW log hw.

Proof: See Appendix A. O

The bound in Theorem 2 is rather conservative, and our experiments in Section 8 show that, on
average, this theorem over-estimates the number of witnesses by a factor of 3. Furthermore, we can
make witness sets even smaller by introducing intermediate nodes in the hash DAG. For example, if we
change the definition of the hash to

Ho (0| Ala, b)) if r = ({a}, {b})
n = ) Ho(U|hyr||hys) if r = ([a,b], {c}),a #b
"= Ho(1llhr i) if r = ({a), ) b # c
Ho(1||Hy (h,r||hr)||Hi(h,.5||h,)) otherwise

then witness-set only has to give away one or two witnesses at each step instead of two or three. Overall,
this reduces the constants in the above analysis to 8log HW log hw.

Theorem 2 assumes that the submatrix A’ is rectangular, but it is possible to construct a set of
witnesses for a subregion of any shape. We have not attempted to analyze the size of the witness sets
that would be required.

It may sometimes be desirable to take a witness set for a submatrix A’ of A and construct another
witness set for a submatrix A” of A’. In the realm of digital photographs, this would correspond to
cropping an already cropped photograph. The next theorem confirms that it is always possible to
construct a small witness-set for A” from A’ and its witness set.

Theorem 3 Let A”, A’, and A be matrices covering regions "’ C v’ C r, respectively. For every witness
set O =witness-set(r,r’), there exists a witness set O' =witness-set(r,r") such that all the witnesses in
O’ can be computed from A’ and the witnesses specified by O.

Proof: See Appendix A. O
Since O’ is selected by the witness-set procedure, it must be small, as established in Theorem 2.

5 PRNGs for Croppable Signatures

In this section we describe two methods for generating a matrix of random mask values for use in a
multi-dimensional croppable signature scheme. Recall that the method from Section 3 built a standard
1-dimensional GGM tree and then organized its leaves into a matrix using row-major order. When
used in a croppable signature scheme, the signature for an h x w submatrix of a signed H x W matrix
must include Q(hlogw) values from the GGM tree. Our first improvement uses the same technique
with a better space-filling curve to achieve O(h + w) tree nodes in a signature. Since it is merely a
re-arrangement of the outputs of the GGM tree, it is clearly just as secure as the original scheme. Our
second method sacrifices some security to substantially reduce the number of seed values that must be
included in a signature. With our second scheme, signatures need to include only O(log hw) seeds.



Morton-order PRNG. Let r be an H x W region, and let 77, 2, L and rf be the top, bottom,
left, and right halves of r, as in the previous section. We label nodes in the GGM tree with strings
from the language {7, B, L, R}*. Given a random seed k., we generate GGM values recursively using
the formula
k) = { (kwr, kwr) if r is wider than it is tall
w (kwr, kwp) otherwise

Note that if % corresponds to a region of size 1, then k,, is a leaf of this tree. Each leaf value k,, is
mapped to location r* in the final output matrix. Since this algorithm is simply a binary GGM tree,
it generates the same values as the original solution in Section 3, but arranges them in the final output
matrix using a variant of the Morton-order space-filling curve[16]. The following well-known theorem,
originally in the context of quad-trees[23], establishes the O(h + w) bound promised above.

Theorem 4 Letr be an H X W region, let R be the set of regions corresponding to nodes in the Morton-
order GGM tree defined above, and let ' C r be any h x w subregion of r. There exists a set of at most
4(h + w) disjoint regions r1,...,rm € R such that ' = J;~, ri.

Unfortunately, 4(w+ h) can be quite large for digital photograph applications. For example, a subimage
of a 16MP photograph could require about 2'> GGM tree values. Using 16-byte seeds, this would create
a signature over 500K B in size.

Intersecting PRNGs. Our alternative solution is much more efficient, but sacrifices security. Pick
a random seed ke, set (x.,y.) = G(ke), and use normal GGM trees to generate x,...,xyw—_1 and
Yo, ---,YyH—1. Output 4, is simply x;||y;. This construction is not a PRNG, but it is now easy to
reveal the outputs in any region 7’: reveal the x outputs spanning ' horizontally and the y outputs
spanning 7’ vertically. All total, this only reveals logw + logh = loghw tree nodes. The price of
this efficiency is that an adversary that obtains the outputs of this generator in two different regions,
r1 = ([a1,b1], [c1,d1]) and ro = ([ag, ba], [c2, d2]), can combine the seeds to learn the outputs on two other
regions: ([a1,b1], [c2,d2]) and ([ag, b2, [c1,d1]). Nonetheless, we can use this scheme to build a croppable
signature scheme that is secure against an adversary that only makes one query to the signing oracle,
as proven in the next section.

6 Cropping-Homomorphic Signatures

We can now build two different cropping-homomorphic signature schemes.

Morton-curve-based signature scheme. To sign a matrix A corresponding to region r, the signer
picks a random seed k. and executes the following algorithm:

1. Use a GGM tree and Morton-curve to generate a matrix of pseudo-random values, ki, j].

2. Set v[i, j| = H(0, ki, j], A[i, j]) and use multi-dimensional Merkle hashing to compute a hash, v,
of the matrix v.

3. Output Sig;(A) = (1, ke, Siggy(ve)).

As explained in previous sections, a cropper can construct a signature on a submatrix A’ of size h x w
by deleting k. from the signature of A and including 4(w + h) GGM values and O(log HW + (log hw)?)
hash values. The signature should also specify the location, r’, of A’ within A. Thus, the format of a
cropped signature is (r, 7/, {ky }, {vw}, Sigy(ve)).

The following theorem is analogous to the security-theorem for redactable signatures.



Theorem 5 Let G : {0,1}™ — {0,1}?>™ be a (t,eq)-secure PRNG, H a (t,pg)-collision-resistant hash
function, and Sigy a signature scheme (t,q,ps)-secure against existential forgeries. Suppose also that
H(0,k,-) is a (t,q,€eq)-secure PRF (indexed by k. Then the cropping-homomorphic signature scheme
Sigy; defined above, when used to sign matrices of size at most H x W, is (t',q,p’)-secure against
existential forgeries, where t' ~t and p' = ps +py + qgHWeq + qHW ey + qgHW 2™ ™.

Proof: See Appendix A. O

Intersection-based signature scheme. To reduce the number of PRNG seeds that must be revealed
when cropping a matrix, we can replace the Morton-curve construction with the PRNG intersection
scheme presented in Section 5, yielding a new signature scheme which we call Sig;. This scheme is
otherwise identical to the one above. This change reduces the number of seeds in a cropped signature
from O(h + w) to O(log hw), but reduces security, as the following theorem makes explicit.

Theorem 6 Let G and Sigy be as in Theorem 4 and that H is a (t,pp) collision-resistant hash function.
Suppose also that H(0,z||y,-) is a (t,q,e) PRF indexed by x and a (t,q,er) PRF indexed by y. In
other words, if the attacker gets to choose one of x and y and the other is chosen randomly, the attacker
cannot distinguish H(0,x|ly, ) from a random function. Let A be an adversary that makes at most one
query S(i,-) for each i. Then the probability that A successfully constructs an existential forgery against
Sigy is at most ps + pg + q(H + W)eg + ¢HWeg + qHW 2™,

Proof: See Appendix A. O

7 Other Homomorphic Signatures for Photographs

The croppable signature scheme above is already useful in the context of digital photographs, but we
can use it as a foundation for building other homomorphic signature schemes.

Scaling-homomorphic signatures. Scaling and cropping are connected via the Discrete Cosine
Transform (DCT)[24], so we can use this to immediately convert any cropping-homomorphic signature
scheme into a scaling-homomorphic scheme. These two operations are related by the equation

hw
HW

Scale/ XV = Clampg® o o DCT ! o Cropy,y,, © DCT

H><W

where Scale), scales an H x W image down to an h X w image, Clamp constrains values to be in

the range of plxel values (typically 0 to 255), 4/ HW is a normalization factor, Cropj,,, crops a matrix
to only include its upper left A x w submatrix, and DCT is the Discrete Cosine Transform. Thus, for
any cropping-homomorphic signature scheme Sig., Sigg(l) = Sig(DCT(])) is a scaling-homomorphic
signature scheme.

The Clamp operation and HW normalization introduce a slight wrinkle in the scheme. After

scaling I to I’ using the above algorithm, we can construct a new signature s’ on Crop(DCT(I)), so any
signature verifier must be able to recompute Crop(DCT(I)) in order to verify the signature. Since the

Clamp operator and the rounding performed in the normalization by v/ Hh% are both non-invertible, it

is not possible to reconstruct Crop(DCT(I)) from I’ = Clampo \/ 4. oDCT ! oCropo DCT(I). Thus,
after scaling I, we must store and transmit I' as D' = Crop(DCT(I )) The final recipient of an image

will have to compute I’ = Clamp o 1/ 2% o DCT~!(D’) before displaying it.
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Scaling- and Cropping-homomorphic signatures. Let Sig. be a 4-dimensional croppable sig-
nature scheme. Although we have only presented 2-dimensional constructions in this paper, they all
generalize easily to higher-dimensions, so we know that such a signature scheme exists under standard
cryptographic assumptions. To sign an H x W image I, divide I into By x Bs blocks, each of size
Bﬁl X BEQ, creating a 4-dimensional array B[i, j, k, ¢], where indices ¢ and j select a block and k and
¢ select a pixel within that block. Compute the DCT of each block separately, creating a new array
DJi,j] = DCT(BJi, j]). Let Sigpg(I) = Sige (D). As with the scaling-homomorphic scheme, we must
store and transmit D instead of the original image.

Now consider the different cropping operations we can perform on D. Cropping in the ¢ or j
dimensions crops entire rows or columns of blocks of D, which corresponds to cropping entire rows or
columns of blocks of B, which corresponds to cropping the original image I by a multiple of the block
size. Cropping D in the k or ¢ dimension scales each block B[i,j] by the same amount, and scaling
each block separately is equivalent to scaling the image by a multiple of the number of blocks. Thus,
with some granularity, we can scale and crop the original image while preserving the signature. We
recommend a block size of vH x v/W. For typical digital photographs, this would yield blocks of size
about 32 x 32 or 64 x 64.

Curiously, cropping the image actually improves the granularity of subsequent scaling operations,
and vice versa. To see why, consider cropping the image down to single block. We can now scale the
size of that block with perfect granularity. Conversely, if we scale the image down so that each block
contains exactly a single pixel, then we can crop to any desired size.

We can simplify this signature scheme by sacrificing some scaling power. Suppose we wish to support
only aspect-ratio preserving scalings. In this case, each (square) block of D can only be cropped to a
square sub-block, so we can re-order the coefficients in each block into a one-dimensional array, with
the last-to-be-cropped coefficients at the beginning of the array and the first-to-be-cropped coefficients
at the end of the array. This reduces D to a 3-dimensional array, so we can build such a cropping- and
scaling-homomorphic signature scheme from a 3-dimensional cropping-homomorphic scheme.

JPEG-like compression. JPEG applies a block-by-block DCT transform, as we do in the scalable
and croppable scheme above, although JPEG always uses 8 x 8 blocks. The only lossy step performed in
JPEG compression is “quantization”, in which the coefficients in each block are divided by a constant to
reduce the number of bits required to represent them, although with a corresponding loss of precision.
Note that JPEG enables different quantization factors for each coefficient.

We can support a limited form of quantization quite simply by dividing the coefficients in D into
their individual bits, turning D into a 5-dimensional array D[, j, k, £, b], where index b selects the desired
bit of coefficient k, £ of block ¢, j. Cropping away the c least-significant bits quantizes all the coefficients
by a factor of 2¢. Compressing different coefficients by different quantization factors, a feature crucial to
good JPEG compression, is possible with the croppable signature schemes of Section 6, but the resulting
signatures will be larger. Even with this extension, though, quantization factors must be powers of 2.

8 Experimental Results

Figure 3 plots the average seed set size and hash witness set size for a subimage cropped from a
4096 x 4096 digital photograph versus the number of pixels in the subimage. These figures are based on
a 2-dimensional hashing scheme that only supports cropping. For a randomly selected h x w subimage,
the expected seed set size is approximately 3v/hw. The size of witness sets is much more efficient than
predicted, averaging less than 4(log hw)? instead of the predicted 12log HW log hw. In practice, this
means that the size of a signature will be dominated by the size of the seed set. Signature size is also
independent of the aspect ratio of the cropped subimage.

Using 256-bit hash values and 128-bit PRNG seeds, the largest signature we expect to see will be
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Figure 3: Average witness set and seed set sizes for subimages of different sizes, all from 16MP digital
photographs.

around 210KB, which only occurs when the cropped subimage is 15 megapixels. In this case, the JPEG
representation of the subimage would be over 2MB, giving a signature overhead of about 10%.

Our hashing scheme requires computing many small hashes. On a 2.8GHz Pentium, the OpenSSL
implementation of SHA-256 can perform about 275,000 hashes per second. Hashing a 16MP image
requires 64 million hash operations, which would take just under 4 minutes. A digital camera imple-
menting our signature scheme could include specialized hardware for performing hashes, and could also
perform them offline while otherwise idle.

9 Conclusion

We have presented new hashing and PRNG constructions for building efficient signature schemes that
are homomorphic with respect to cropping of multi-dimensional data. We then presented several useful
applications to authenticating digital photographs and other media, including signature schemes that
are simultaneously homomorphic with respect to cropping, scaling, and JPEG-like compression. This
research leaves several open questions. Is there a provably secure matrix PRNG construction that
admits small seed-sets in croppable signatures? If we had four one-way functions, fr, fp, fr, and fr,
such that fr and fp commute with fr and fr, but not with eachother, then we could construct such a
PRNG by letting Ay = fuy (fuwy (- -+ (fuw, (r)))). Commuting one-way functions may exist, for example,
two instances of the RSA function with the same modulus but different exponents will commute, but we
have not found a secure, working scheme based on this idea. Is there a generic way to construct signature
schemes that are simultaneously homomorphic with respect to two different document operations? For
digital photographs, is there a croppable and scalable signature scheme with perfect granularity?
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A Proofs

Theorem 1 If domain(M) is empty, then, during the execution of 2d-hash on a region of size H x W,
the cache C' never contains more than 4 min(H, W) + 3max(H, W) elements.
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Proof: Note that the algorithm computes a total of 4HW hashes, all of which are placed in the
cache, so this theorem does not bound the total number of items ever put in the cache. It bounds the
maximum number of items that are ever simultaneously in the cache, which is much lower since the
algorithm removes items from the cache once they are no longer needed.

First, we argue that at all times during the execution of 2d-hash, domain(C) is the set of nodes that
have been visited exactly once. The algorithm performs a depth-first traversal of the DAG D. Each
node in this DAG has at most two parents, so the algorithm will visit each node exactly twice. During
the first visit to some node r, it will add an entry for r to C, and on the second visit, it will remove the
entry.

Now we argue that, after the algorithm finishes its first visit to r, the only subregions of r that may
be in the cache are those that span r in the x or y direction. Suppose m is some subregion of r that
does not span r in the x or y direction. This implies that both of m’s parents are also subregions of
r. Hence m will be visited twice before the algorithm completes its first visit to . By the observation
above, m will be removed from the cache on the second visit.

For a region r that has size h X w, there are 2h — 1 regions that span r in the x direction and 2w — 1
regions that span r in the y direction.

Now consider the algorithm after it has finished visiting two regions r1 and ro, where r1 o and
ro € r1. The cache cannot contain an entry for any region m € r1 Nry. If m has two parents in one of
r1 Or ro, then, as observed above, it will not be in the cache. So suppose m has one parent in 1 and one
parent in ro. This implies that m spans r; in the x or y direction and spans 7o in the x or y direction.
Observe that m cannot span r1 and ry in the same direction, since this would imply that 1 C ro or vice
versa. Consequently, m’s parent in r; must be different from its parent in ro. The algorithm therefore
must visit both of m’s parents, and hence remove m from the cache, before completing its visits to ry
and 7s.

To analyze the memory usage of 2d-hash, let T'(h,w) be the maximum number of entries in the
cache while 2d-hash visits a region r of size h X w for the first time, assuming that, when the algorithm
begins its visit, the cache contains no entries for any subregion of r. Let T,(h,w) be the maximum
number of entries for regions v’ C r in the cache while 2d-hash visits a region r of size h X w, assuming
that the cache initially contains entries for all regions that span 77 in the y direction. Similarly, let
T,(h,w) be the maximum number of entries for regions " C r in the cache while 2d-hash visits a region
r of size h x w, assuming that the cache initially contains entries for all regions that span r in the z
direction. Note that, according to their definitions, the number of relevant entries in the initial cache is
included in 7T}, and T,.

These functions are related as follows. Consider the algorithm first visiting a region r of size h x w,
and suppose the cache contains no entries for regions ’ C r. Suppose s = L. Then 2d-hash will next
visit ¥, during which the cache will contain at most T'(h, w/2) entries. After that visit is finished, the
cache will consist of entries for every subregion of r” that spans r* in the x or y direction. When the
algorithm then visits r’, we can divide the cache into two sets: the entries that will be used during
the visit to r”, and the entries that will not. The cache entries that span r” in the y direction are not
relevant to the visit to r’. There are w such entries in the cache. The cache entries that span 7 in
the x direction can be divided into two groups. The entries contained in 78 are not relevant to the
visit to 7. The entries contained in %7 are. There are h entries of each type. Thus, during the visit
to 7, the cache will contain at most w + h + Ty(h/2,w) entries — w entries y-spanning rL. h entries
x-spanning r?, and T, (h/2,w) entries from the visit to r.

When the algorithm finishes its visit to 7T, the cache will contain

e w entries y-spanning 7

e h entries x-spanning 5

e h entries x-spanning 7
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e w entries y-spanning ! ?

Only the entries y-spanning 77 are relevant to the algorithm’s subsequent visit to 7. Hence, during

that visit, the cache will contain at most 2h + w + T}, (h, w/2) entries. When 2d-hash finishes its visit
to 7, the cache will contain

e w entries y-spanning

e h entries x-spanning r=?

e h entries x-spanning 77

e w entries y-spanning %

e h entries x-spanning rt?

LB and

During 2d-hash’s visit to 2, the algorithm will remove entries for pairs of adjacent regions in
rBB and replace them with a single entry for a region x-spanning 2. Thus, during this phase of the
algorithm, the cache will only shrink. Therefore, the maximum size of the cache during the visit to %
is its initial size: 2h + 3w.

Putting these facts together, we derive that
T(h,w) = max(T(h,w/2),h +w + Ty(h/2,w),2h +w + Ty(h,w/2),3h + 3w)
Similar arguments establish mutual recurrence relations for T}, and T7:

Ty(h,w) = max(h+Ty(h/2,w),2h+ Ty(h,w/2),3h + w)
Tp(h,w) = max(w+ Ty(h,w/2),2w + T,(h/2,w), h+ 3w)

These constraints are satisfied by the solutions T),(h, w) = 4h+ 2w and T (h, w) = 2h+4w. Using these
solutions, it’s easy to verify that T'(h,w) = 4h + 3w satisfies the constraints on T'(h, w)

Since the algorithm begins its work with an empty cache and a region of size H x W, the cache will
never contain more than T'(H, W) = 4H + 3W entries.

The asymmetry in W and H derives from the choice of the initial value of s. The above argument
starts with s = L. If we started with s =T or s = B, then the algorithm would use 3H + 4W cache
entries. The choice of s does not affect the final result of the algorithm — only its memory usage — so
implementations should choose s = L when H < W and s =T when H > W. O

Theorem 2 Suppose region r is an H x W rectangle, region v C r is an h X w rectangle, and
O =witness-set(r,r’). Then |O] < 12log HW log hw.

Proof: The proof divides into cases based on the number of edges r’ shares with 7.

If r and r’ share 4 edges, then r = 1’/, so O = ().

If r and 7’ share 3 edges, then r’ spans r in some direction, so witness-set will pick children ¢ and ¢’
of r that span r in the same direction. One of these children, say WLOG ¢, will touch all 3 of the edges
shared by r and r’. Either ¢ C v’ or ' C c. If ¢ C 7/, then ¢ N7’ = 1/, so the recursive call on ¢ will
terminate without adding anything to O and, in the recursive call to witness-set(c’, ¢ Nr’), ¢ and ¢ N’
will again share 3 edges. If 7’ C ¢, then v’ N = (), so the recursive call on ¢’ will terminate after adding
¢ to O and, in the recursive call witness-set(c, cN7’), ¢ and ¢ N+’ will again share 3 edges. In either
case, the witness-set call on r effectively adds at most 3 items to O and recurses on a subregion half as
large. By a simple recurrence relation, the total number of items added to O is therefore bounded by
3log HW.
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The case when r and r’ share two opposite edges is similar. The witness-set procedure will pick
children ¢ and ¢ of r that span r in the same direction as r’. If 7/ is contained entirely within one of
these children, then the recursion on the other child will add one item to O and terminate. The other
recursive call will be on a region half as large and will still have arguments that share 2 opposite edges.
If v intersects ¢ and ¢/, though, then the recursive calls will both have arguments that share 3 edges,
so the previous analysis will apply. This is the more expensive case, so the total size of O is at most
2-3log LV < 6log HW.

When r and r’ share 2 adjacent edges, then witness-set will choose ¢ and ¢’ randomly. As before, if
r" C ¢ (or ), then this simply reduces the problem to one half as large. Otherwise, one of the recursive
calls will have arguments that share 3 edges and the other will have arguments that share 2 adjacent
edges. The recursive call with 3 shared edges will add at most 3log HW nodes to O. The recursive
call with 2 shared edges has an r’ argument that is half as small, so that direction of the recursion
can proceed for at most log hw levels. Therefore, the total number of items added to O is at most
3log HW log hw.

If » and 7’ share 1 edge, then witness-set will choose ¢ and ¢’ randomly. As before, if 7' C ¢ (or ¢/),
then this simply reduces the problem to one half as large. Otherwise, each of the recursive calls will have
arguments that share 2 adjacent edges. in which case the total size of O is at most 6log HW log hw.
Randomly splitting r may also divide into two recursive calls, one of which has arguments that share 2
opposite edges and the other having arguments that share 1 edge. Since the recursive call with 1 shared
edge reduces the size of its second argument by at least two, this type of recursion can proceed for at
most log hw steps, also giving a bound on |O| of 6log HW log hw.

If » and 7’ share no edge, then witness-set will choose ¢ and ¢’ randomly, which either cuts the
problem into one half as large or recurses on two problems, each of which have arguments sharing 1
edge. Thus the total number of items added to O is at most 121log HW log hw. O

Theorem 3 Let A", A’, and A be matrices covering regions "’ C v’ C r, respectively. For every witness
set O =witness-set(r,r'), there exists a witness set O’ =witness-set(r,r”) such that all the witnesses in
O’ can be computed from A’ and the witnesses specified by O.

Proof: We can imagine an execution of witness-set(r, ') as a binary tree of recursive calls, with each
node of the tree labeled with the first argument to the corresponding call. An execution of witness-set(r,
r”) induces a binary tree in the same way.

Let T be such a tree of calls for r and r’. First observe that, given A’ and the witness set created by
this execution, one can compute the hash for each region labeling a node of this tree. This is essentially
the correctness requirement for the witness-set procedure. Next observe that, no matter the random
choices made during the execution corresponding to 7', there exists an execution of witness-set(r, ")
that yields a tree T” such that 7' C T, except that 7" may have some additional nodes below the
leaves of T'. This is because, whenever a recursive call in the execution of witness-set(r, ') is forced
to split its first argument a certain way, then so is the corresponding recursive call in the execution of
witness-set(r, 7).

Since T C T, every witness selected during the execution T” is also selected during the execution
of T, except for the nodes of T” below leaves of T. What about the extra witnesses selected by T”,
i.e. during portions of T" below the leaves of T? A leaf of T' occurs for one of two reasons. If, at the
recursive call witness-set(a, a’) at some leaf of T, @' = (), then we certainly must have a” = () in the
corresponding recursive call witness-set(a, a”) in T’. Thus execution 77 will add a to O’ and terminate,
and a will also be in O, so it will not pose a problem when computing witnesses for A” from A’ and the
witnesses specified in O. If on the other hand, at the recursive call witness-set(a, a’) at some leaf of T,
a’ = a, then a C 7/, so all the witnesses requested in the subtree below the corresponding node in 7"
can be computed directly from A’. O
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The proof of security for the Morton-order signature scheme is almost identical to the proof of
security of Johnson, et al’s redactable signature scheme, but we include it here for reference in the
analysis of our second signature scheme. In real applications of croppable signatures, an attacker may
obtain several different croppings of some signed matrix A, along with their corresponding signatures.
To model this possibility, we give the adversary access to two oracles, R and S. The adversary can use
R to register messages of its choice, which are stored in a list Ay, ..., A,;. The registration oracle also
generates a signature, s; for each registered message. When the adversary calls S(i,r), the oracle uses
s; to compute a cropped signature for the submatrix A’ corresponding to region r of A;. Let W; be the
union of all regions r that appear in a query of the form S(i,7). The adversary succeeds at creating an
existential forgery if it outputs a valid signature s* on a matrix A* covering region r* such that r* ¢ W;
for all 1.

Theorem 4 Let G : {0,1}™ — {0,1}*™ be a (t,eq)-secure PRNG, H a (t,pp)-collision-resistant hash
function, and Sigy a signature scheme (t,q,ps)-secure against existential forgeries. Suppose also that
H(0,k,-) is a (t,q,eq)-secure PRF (indexed by k. Then the cropping-homomorphic signature scheme
Sigys defined in Section 6, when used to sign matrices of size at most Hx W, is (', q,p’)-secure against
existential forgeries, where t' ~t and p' = ps +py + gHWeq + qHWey + gHW 2™ ™.

Proof: Let A’ be the fth matrix registered with the oracle R, s; the signature on A¢, k:fu the value at
position w in the GGM tree created for signature s,, and hfv the hash at position w in signature sy. For
a matrix A covering region r and a path w € {R, L, T, B}* such that r* is a single element, we write
A,, to indicate the element of A at position r%.

Suppose the adversary forges a signature s* = (r,r3,{k}},{v}}, Sigy(v})) on a matrix A*. If
v¥ # v! for all £, then the attacker has produced an existential forgery for Sig,. This happens with
probability at most pg, so assume v* = v’ for some .

Let D* be the portion of the Merkle hash DAG computed during the verification of s* and let D¢
be the hash DAG created for signature s*. Note that D* should contain the leaves v}, = H (0, k%, A%)
for each element of A* and the witnesses provided directly in s*. For each position w in D*, we must
have v}, = v’ since otherwise the adversary has created a collision of the hash function H. Similarly,
since hashes of leaves are all of the form H(0,...) and hashes of internal nodes are of the form H(1,...),
nodes of D* are leaves if and only if they are also leaves of D?. Furthermore, for each position w in D*,
we must have A% = A’ and k¥ = k!, or else the adversary has found an H collision. The adversary
can find a collision in H wit probability at most pz, so assume all the above equalities hold true.

At this point, we have established that A* must be a cropping of A’. However, A* might contain
some entry A not present in any query of the form S(¢,7). In this case, s* must reveal, implicitly
or explicitly k; = kg, but k:f; was not revealed, implicitly or explicitly, in any of the responses to the
adversary’s queries to S. The adversary may have learned some information about kf;, though, namely
vf; = H(0, kf;, Af;). (Technically, the adversary may have only learned some ancestor of vf; in the Merkle
hash DAG, but we can pessimistically assume the attacker learned vf], instead.)

Now consider picking a random ¢ and w before running the adversary. We modify the signing oracle
so that it replaces k!, with a randomly chosen value. When i = ¢ and w = 7, this subterfuge should not
alter the adversary’s chance of succeeding by more than e, since otherwise we could use this technique
to break G’s PRNG security. Overall, the adversary’s chance of success with a random kf; is within
HW qeg of its success with the real kf;.

When kf; is random, we can replace H (0, k!, -) with a random function, and this will not affect the

b 7’]7
attacker’s chance of success by more than ¢HWep. When k‘f] is random and H (0, kf], -) is a random
function, the attacker’s chance of guessing k:f] is 27,
Combining these bounds give the result promised above. O
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Theorem 5 Let G and Sigy be as in Theorem 4 and that H is a (t,pp) collision-resistant hash function.
Suppose also that H(0,z||y,-) is a (t,q,eq) PRF indexed by x and a (t,q,eqy) PRF indexed by y. In
other words, if the attacker gets to choose one of x and y and the other is chosen randomly, the attacker
cannot distinguish H(0,x||y,-) from a random function. Let A be an adversary that makes at most one
query S(i,-) for each i. Then the probability that A successfully constructs an existential forgery against
Sigy is at most ps + pg + q(H + W)eg + ¢gHWeg + qHW 2™ ™,

Proof: We use the same notation as before, and we also carry over the notation used in Section 5,
letting :rg = ké, yf = kf, and the remaining GGM tree values for signature s’ are labeled with respect
to ¢ and .

As in the proof of Theorem 4, any successful forgery must either constitute a forgery against Sig, a
collision in H, or reveal a leaf xf; or yf; of the GGM construction used in the signatures. WLOG, assume
it reveals xf;. The analysis of the first two cases is identical to before, so we focus on the last. In this
case, the matrix A* in the forgery must contain some element A;  not in the queries to S on matrix /.

As before, we can replace a single leaf, J:f; of the GGM tree with a randomly chosen element, and
this should not affect the success of A by more than ¢(H + W)eg. Note that, with Sig;, there are at
most H + W GGM leaves for each query, instead of HW, as in the previous theorem.

When xf; is a random value, we can replace the pseudo-random function, H (O,xszyﬁ, -), used to
compute vfm with a truly random function. By our assumption about H, the attacker cannot detect
this substitution with probability more than ¢HWep.

With JJZ replaced with a random value and H (O,xfmyﬁ, -) replaced with a random function, the
attacker must blindly guess J:f], which he can do with probability 27",

Adding these bounds gives the result stated above. O
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